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Abstract In this paper, we propose authentication system using usage history of FeliCa card.
FeliCa is a contactless RFID smart card system and a de facto standard in Japan. However,
when one’s FeliCa card is stolen, there is a risk of abuse. General ID authentication system is
vulnerable to impersonation of cards. Our authentication system makes use of buying history
and train travel records stored in FeliCa cards. The proposed system prevents impersonation
with feature of user’s behavior from usage history.
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